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Outline

● Cryptographic Primitives
● Arms Control Principles
● Nuclear Warheads
● Biological Weapons
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Tools We’ll Be Working With

● Commitments
● Zero Knowledge Proofs
● MPC
● Blockchains
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Arms Control Principles

● Not looking for a magic bullet
● Layers of Defense
● Value in confidence and trust building measures
● Different WMDs have different problems



Nuclear Warhead Challenges

● Made up of multiple parts
● Require regular maintenance
● Frequently move
● On-site inspection is difficult
● Direct observation difficult



Goals

● Need to “tag” and track warheads
● Slowly reveal info to build trust
● Don’t reveal sensitive information
● Don’t create nuclear safety or security vulnerabilities
● Don’t disrupt warhead operations



Starting Point?

● Both sides have WH databases
● We believe these DBs are accurate
● Defined locations, movements, other transactions
● Historical data not as sensitive



























Linking Commitments Together



Passport



Data Challenge Process 



Using Cryptography to Share Data

● Commitments create unique identifiers for warheads
● Allows sharing partial historical data
● Privately proves that treaty rules are being followed
● Updated as new events occur



DNA Printers

● Can print viruses and bacteria
● Hard to monitor
● User privacy matters



Voluntarily Proving Safety

● Lack of Regulation and Standards
● Allows for developing and testing methodology
● Build up a reputation of responsibility



Methodology

● User wants to print 
ATGCTT…



Methodology

● User wants to print 
ATGCTT…

● MPC to check for 
dangerous DNA 
sequences



Methodology

● User’s sequence 
kept private

● Dangerous list 
kept private

● Sequence in list?



Methodology

● Sends proof of safety
● User can convince others



Methodology

● User posts proof and 
commitment to 
blockchain



Methodology

● CDC has special permission
● Allowed to “search” a print



Methodology

● Automatic 
Search 
Notifications



Methodology



Key Takeaways

1. Solve important problems 
by combining fields

2. Ok to use black boxes
3. Focus on problems that 

actually matter

● Neil Perry
● naperry@stanford.edu
● LinkedIn
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