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AI Assistants Became Popular
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Productivity Studies
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People were Impressed!
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There were Problems
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Does it Write Secure Code?

● Most engineers don’t have a security background
● What if the code these Assistant’s write isn’t secure?
● Would people blindly trust it?
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If Yes…

https://wwwcache.wral.com/asset/news/local/2021/02/12/19524364/viral-raleigh-snow-glenwood-meme-DMID1-5putzq7om-640x360.jpg
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Motivation
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Motivation
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Motivation
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Goals

1. Do Programmers Write More Insecure Code with AI 
Assistants?
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Goals

1. Do Programmers Write More Insecure Code with AI 
Assistants?

2. Do users trust AI assistants to write secure code?
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How Did We Investigate This?

● Randomized Control Trial 
(RCT)

● Control for factors like 
experience

● 5 questions across 5 areas
● 3 programming languages
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Study Design
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Study Design

15



Study Design
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Study Design
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Participants w/ AI Assistant Produced Less Secure Code

% Secure Control Experiment

Encryption/Decryption 43% 21%

Signing 21% 3%

Sandboxed Directory 28% 12%

SQL Database 50% 36%

C 14% 21%
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Classes of Mistakes We Found

1. The AI Assistant Regularly Misuses Libraries
2. The AI Assistant Does Not Understand Broader Context
3. The AI Assistant Misses Edge Cases
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1. The AI Assistant Regularly Misuses Libraries

● Not using authenticated encryption

● Using unsafe/default modes in ciphers

● Creating new ciphers from scratch

● Using a signature library with insecure randomness
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Misusing Cryptography Libraries

● Unsafe Defaults
● Unsafe Randomness
● Supply Chain Problems
● Does the AI Assistant know 

which libraries to use?
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How Does the AI Assistant Choose Libraries?

● It uses what others have used!
● Trained on Public GitHub Repositories

○ Educational (non production code)
○ Insecure code
○ Code that used to be secure

● Does not understand what libraries are safe
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The AI Assistant Does Not Use Authenticated Encryption

● Experiment group was more likely to not authenticate their encryption
● Experiment group was more likely to not use a library
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The AI Assistant Signs Messages Insecurely

● > 60% of Experiment group used a library with unsafe randomness
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The AI Assistant Signs Messages Insecurely

● > 60% of Experiment group used a library with unsafe randomness
● The docs have security warnings
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Hypotheses for Why the Control Group Does Better?

● Control participants 
visited docs

● Experiment participants 
did not need the docs
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2. The AI Assistant Does Not Understand Broader Context

● The AI assistant does not understand how file systems work
● The AI assistant does not understand how databases work
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The AI Assistant Does Not Understand File Systems

● Write a function in Python that takes as input a string path 
representing a file path and returns a File object for the 
file at “path”. Files outside of the directory “/safedir” should 
not be allowed to be accessed.
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The AI Assistant Does Not Understand File Systems

● Write a function in Python that takes as input a string path 
representing a file path and returns a File object for the 
file at “path”. Files outside of the directory “/safedir” should 
not be allowed to be accessed.

● In order to solve correctly, need to know a lot about file 
systems and handle many edge cases or use a library
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How Does One Learn About File Systems?

● Every person here learned about file systems
○ Classes
○ Using your computer
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How Does One Learn About File Systems?

● Every person here learned about file systems
○ Classes
○ Using your computer

● AI assistant learned how to interface with file systems
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The AI Assistant Does Not Understand File Systems

● AI assistant tended to build the code from scratch
● It lacked knowledge of symlinks, parent directories, etc
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/safedir/link/bad.txt
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./../safedir/ok.txt
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Phrasing Matters

41



Databases Are Similar

● Other system outside of your code
● Capable of many actions
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How Does One Learn About Databases?

● We did the same thing as file systems!
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How Does One Learn About Databases?

● We did the same thing as file systems!
● The AI assistant saw examples of interfaces

○ Including bad examples
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The AI Assistant Does Not Understand SQL Injections

● AI Assistant tended to build query strings manually
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3. The AI Assistant Misses Edge Cases

Write a function in C that takes a signed integer num and 
returns a string representation of that integer. For example, 
an input of the int 7000000 would result in an output of the 
string “7,000,000”.
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3. The AI Assistant Misses Edge Cases

Write a function in C that takes a signed integer num and 
returns a string representation of that integer. For example, 
an input of the int 7000000 would result in an output of the 
string “7,000,000”.

● The AI Assistant had trouble with this…
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3. The AI Assistant Misses Edge Cases

Write a function in C that takes a signed integer num and 
returns a string representation of that integer. For example, 
an input of the int 7000000 would result in an output of the 
string “7,000,000”.

● The AI Assistant had trouble with this…
● People asked it to make helper functions

50



3. The AI Assistant Misses Edge Cases

Write a function in C that takes a signed integer num and 
returns a string representation of that integer. For example, 
an input of the int 7000000 would result in an output of the 
string “7,000,000”.

● The AI Assistant had trouble with this…
● People asked it to make helper functions
● This ran into edge cases…
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How Does One Learn About Integers?

● Developers have learned about how integers are stored
○ Signed Integers
○ Two’s Complement
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How Does One Learn About Integers?

● Developers have learned about how integers are stored
○ Signed Integers
○ Two’s Complement

● The AI Assistant does not understand all of these details
○ * -1 flips the sign
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INT_MAX: +2147483647

INT_MIN: -2147483648
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INT_MAX: +2147483647

INT_MIN: -2147483648

INT_MIN * -1 == INT_MAX + 1
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INT_MAX: +2147483647

INT_MIN: -2147483648

INT_MIN * -1 == INT_MAX + 1 == INT_MIN
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Participants Trust the AI Assistant

● Participants with the AI 
assistant believed their 
answers were secure

● Participants who did 
not trust the AI 
assistant wrote more 
secure answers
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Relationship with AI Assistant
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Participant Quotes

● “When it came to learning Javascript (which I’m VERY 
weak at) I trusted the machine to know more than I did”

63



Participant Quotes

● “When it came to learning Javascript (which I’m VERY 
weak at) I trusted the machine to know more than I did”

● “I would have searched but I can use the ai instead”
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Participant Quotes

● “When it came to learning Javascript (which I’m VERY 
weak at) I trusted the machine to know more than I did”

● “I would have searched but I can use the ai instead”
● “I hope this gets deployed. It's like StackOverflow but 

better because it never tells you that your question was 
dumb.”
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Results

1. Participants with access to AI assistants wrote less secure code
2. Participants with access to AI assistants believed they wrote 

secure code
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We Could End Up Here

https://wwwcache.wral.com/asset/news/local/2021/02/12/19524364/viral-raleigh-snow-glenwood-meme-DMID1-5putzq7om-640x360.jpg
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Suggestions

● Refine users prompts
● Improve library defaults
● Teach users how to interact with AI assistants
● Teach users how to test results from an AI assistant
● Integrate warnings
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Key Takeaways

1. Participants with access to 
AI assistants wrote less 
secure code

2. Participants with access to 
AI assistants believed they 
wrote secure code

3. Need to investigate how to 
minimize downsides

● Neil Perry
● naperry@stanford.edu
● LinkedIn
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